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BGP Monitoring  - headache – 
possible solution

● Need for BGP monitoring
– Status of the BGP peers

– Validity of the routes
– Detect prefix hijacks
– Detect routing outages

– Detect MITM attacks

● BGP SNMP MIB is broken -
● Better tool exists BGP Monitoring Protocol – RFC 7854

– Incoming BGP messages (before policy filters) replayed to BMP server
– Report capabilities of BGP session on establisment and and reason for BGP teardown



How BMP is working?
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BMP at KIFU

● BMP exported to Freertr
● Validation at Freertr
● Monitored via NRPE with Icinga2
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BGP Monitoring  - Summary and 
references

● BGPmon protocol – opportunity
● Freertr extended for BMP and NRPE server functionality
● More info on implementation:

– http://freerouter.nop.hu/present.html
– http://freerouter.nop.hu/ 

● More on BMP
– https://tools.ietf.org/html/rfc7854 

http://freerouter.nop.hu/present.html
http://freerouter.nop.hu/
https://tools.ietf.org/html/rfc7854


Thank you, Questions?
www.kifu.gov.hu

Every show command could be exported by nrpe
Every bmp session could be fed to bgp
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